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4. {kxH.i Agree to the Terms and Conditions ([i] 45 Fl14514:) #l Activate (Ji%) .
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https://docs.paloaltonetworks.com/ngfw/aiops/about/regions-aiops-for-ngfw.html
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5. Status CIRZ) /< Complete (5¢150) &7, AlOps for NGFW 4 2k bl Bl U AE 45 gk 45

Common Services

Vanage your existing subscriptions and add-ons, add tenants, and set up identities and roles.

Subscriptions & Add-ons Tenant Management Identity & Access / Access Management v

Name: TME Demo.
Device Associations TSG ID:
» TME Demo
All Tenants
- TME Demo s +
e Do TSG ID: .
Aerospace & Defense
Licensed Products
Products Status License Contract Expiration Date |1 Region Actions
AlOps for NGFW Free [ & Complete Not Applicable N/A @ United States - Americas Actions v
Strata Cloud Manager AlOps 15

©2025 Palo Alto Networks, Inc.



AlOps for NGFW

6. B £ RBEEI A 1517 AlOps for NGFW 4 3% i SE I R
1. aFEHD,
2. %+ Common Services (A3:f2%5) > Device Associations (5% KEL)

Explore Apps from Palo Alto Networks

3. %% Add Device (i) .

4. EBFE—ANKLA KBS Panorama %%, K)ol Save (f£1F) .

ISAEIEAE# A Panorama LI %, W55 20K Panorama J<BKE 1 & AlOps for NGFW
FRORL . 1K Panorama & B BT A [ K Bl B3 SR IR .

T S RLP ORI V%44 11 3 R InE) AlOps for NGFW 3k, A R PEANMS L, S G Ui %
BEEIFL

" I AlOps for NGEW g gy, AR 0K BT 5 46 -
MR CEA AR, W] DA BOE T ha iR 1 £ R P OGBS
IR g T AGR [I k RE k Panorama e ol g 1 5 ANRLP R S5 4
(TSG) sppe, uj g oy, 2 P B0 26 GIEE
7. (B S R .
1 AR CAE R ZFE T e, J7v a0 F & 5% support.paloaltonetworks.com, ¥k
B (i L%) |, JE{EAssets (%7=) > Devices (134) iR Bl &M% % .
2. LA L &R 1,
3. A o I

TEVRER A& IR B 2 )5, KB E LAY N g e AlOps for NGFW e iy
BB AR, A BRI R S LSRR, A AR
SHEAFEFFHEAT RRERUCSE ORI AR AR BT T ARAE) . LHbAb BRI Fe
e 2 SRR BH KI5 315 WIR 2 AR AEACIR . AT REEAE LAY INN 2 5 F BEAE
AlOps for NGFW i b7 | /15 45 397 30 Y 45 HH S BB I A AL i

8. ferhuL N AlOps for NGFW 0 2% Fie ) B b DL G 5%
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https://apps.paloaltonetworks.com/hub
https://docs.paloaltonetworks.com/common-services/device-associations/get-started/associate-devices-with-a-tenant.html
https://docs.paloaltonetworks.com/common-services/device-associations/get-started/associate-devices-with-a-tenant.html
https://docs.paloaltonetworks.com/common-services/device-associations/get-started/remove-device-associations.html
https://support.paloaltonetworks.com/
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/obtain-certificates/device-certificate.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/device-telemetry/device-telemetry-configure/device-telemetry-enable.html
https://apps.paloaltonetworks.com/hub
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{5 iml My AlOps for NGFW ) fE

@ KN 7GE ] T H A5 AlOps for NGFW gy Strata Cloud Manager gt — (%5 ok Bt 27
B, g TR (] PAN-OS s g, i Tlilbat,

fE {4k W] LAGE AT 2 R A?

« NGFW, G Bt NGFW FU 2 ft gy | iz —

S \
HI I3 O AlOps for NGFW Free & Strata Cloud

Manager Essentials

o AlOps for NGFW Premium 2§ Strata Cloud
Manager Pro

Palo Alto Networks Strata Cloud Manager /& 28111 Al RSN G — G4 W TR,
HiAE, f&a] L# T Strata Cloud Manager K4 B AlOps for NGFW LK #&69 Hofih Palo Alto
Networks F= it FIT il 3F 5 2 58 1,

% f3 %) Strata Cloud Manager, 15# /7 L. FHE(E
o HifEre3f B 8h Strata Cloud Manager TR
e [A¥:U51 Strata Cloud Manager URL

* Strata Cloud Manager 14e g1 i AIOps for NGFW e o3 1 v w3 g NGFW i

gi - m A (E, AlOps for NGFW' (i s iins e i) 10 LR #e T i
Wi 44 BRI L 3 i py Strata Cloud Manager sy 15 s, Ry URL g
¥ stratacloudmanager.paloaltonetworks.com’ I LA TR AL 2 1 S S i s 5

[/ 5 Strata Cloud Manager py k% . s 1 2.4 1 AlOps for NGFW 0 B R AT
NGFW, 4k 5 14 J1 AlOps for NGFW o B LT

BRI P FRL, (4 Strata Cloud Manager s i1 g NGFW (1) 227 B

g 2w it AlOps for NGFW R HIREFy,  #8w] LAFE T A~ 42 Fh k21 Strata Cloud
Manager H LI HE -

# 1

AlOps for NGFW [ fi v FEWR B W] D)4k %1 Strata Cloud Manager (1Al

A ZhHE -

e — Go to (}%l]) —Dashboards ($5/5<
i) —Device Health (i% & iE1THRM)
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https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/getting-started
https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/cloud-management/administration/overview/whats-supported.html
https://docs.paloaltonetworks.com/cloud-management/administration/overview/whats-supported.html
https://apps.paloaltonetworks.com
https://stratacloudmanager.paloaltonetworks.com/
https://docs.paloaltonetworks.com/cloud-management
https://apps.paloaltonetworks.com/hub
http://stratacloudmanager.paloaltonetworks.com/
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards/device-health.html
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards/device-health.html
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AlOps for NGFW J [T f2

LEWR HL n] DLk # Strata Cloud Manager 1A
A LhsE
Dashboards

Device Health @ e Stat

AR — Go to (}%]) — Incidents & Alerts (F5{4:
MR ) — NGFW

eyl — Go to (}3%]) —Monitor (¥
) —Devices (¥%%) —NGFW

N — AR IIEE -

o IR SRR

o RREH MRS

« NGFW SD-WAN #i75:#

o KRN (PAN-OS CVE)
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https://docs.paloaltonetworks.com/cloud-management/administration/incidents-and-alerts/incidents-and-alerts-ngfw.html
https://docs.paloaltonetworks.com/cloud-management/administration/incidents-and-alerts/incidents-and-alerts-ngfw.html
https://docs.paloaltonetworks.com/cloud-management/administration/monitor/ngfw-devices.html
https://docs.paloaltonetworks.com/cloud-management/administration/monitor/ngfw-devices.html
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards.html
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AlOps for NGFW [N f 7 LEWR HL n] DLk # Strata Cloud Manager 1A

A LhsE

« CDSS R F/Rk
o % BPA R/
o DR MR R
o HRUMERE SRR

— Goto (¥4]) —Manage (&%
HP) —Security Posture to find (Z2#& 1%
2SR

+ Settings (i%i&) - Panorama
Managed (Panorama f0%%)

o BLETEE

o RmEALES

o GHMERE

o RIEHTES

98) | Enabled (198)

5] — AT A
o MZLE

o LI

o MR (OE I B
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https://docs.paloaltonetworks.com/cloud-management/administration/security-posture.html
https://docs.paloaltonetworks.com/cloud-management/administration/security-posture.html
https://docs.paloaltonetworks.com/cloud-management/administration/security-posture.html
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards.html
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FEMR AT DLk 2] Strata Cloud Manager A
[ 2 hE

« Advanced WildFire
« DNS &%

o AT

« JHPTES)

— %] Reports (#211) LA ECZ B FE 7R i
IE &N

— X LA A, FE Incidents &

Alerts (CRFRIEHR)

TAFRE — % Workflows ([{F{iift) > Software
Upgrades CEk{-7+4k) LAdiH Upgrade
Recommendations (F}2@ti) .

et — #:%| Reports (#15) LUNZFRHITR 2

PRt
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https://stage.docs.paloaltonetworks.com/cloud-management/administration/reports.html
https://docs.paloaltonetworks.com/cloud-management/administration/incidents-and-alerts/log-viewer.html
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/workflows/software-upgrades#software-upgrades-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/workflows/software-upgrades#software-upgrades-ngfw
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AlOps for NGFW J [T f2

FEMR AT DLk 2] Strata Cloud Manager A
W LhRE :

5% — X loC {422, #:%] Monitor (A1)
B — %] Incidents & Alerts (Fi R4 >

NGFW > Incidents & Alerts Settings (g1
FIZHR ¥ 1E) LA E Forecast and Anomaly
Incidents & Alerts TR AN 77 = (4 F
%)

— #:%| Incidents & Alerts CZF{EFIEAR) >
NGFW Lli% & Notification Rules (i %11
oy

— 5| Settings (W) UIEFH :
o HZHE
o P EIED
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https://docs.paloaltonetworks.com/cloud-management/administration/monitor/search.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/forecasting-and-anomaly-detection-ngfw.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/forecasting-and-anomaly-detection-ngfw.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/forecasting-and-anomaly-detection-ngfw.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/create-a-notification-rule.html
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/create-a-notification-rule.html
https://docs.paloaltonetworks.com/cloud-management/administration/settings/audit-logs
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AlOps for NGFW [N f 7 LEWR HL n] DLk # Strata Cloud Manager 1A
[ 2 hE

Audit Logs

— #%| Manage (F5%) > Security
Posture (Z47%) LLAE X Settings -

faas )
I 1 o

— % Help (#8)) —Export Tenant
Metadata (S H L o)

- AT fE an{a] (4 ] Strata Cloud Manager K%
5 NGFW?

X 37 ¥ Strata Cloud Manager Fi1 AlOps for
NGFW Premium, 3 H. 435 - J- AlOps for
NGFW R FER,

— #:%] Manage (‘5#f) > Configuration (it
%) > NGFWs and Prisma Access (NGFW
A1 Prisma Access) , o Hl

Workflows (T{Fyift) > NGFW

Setup (NGFW %)
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https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/security-posture/security-posture-settings
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/security-posture/security-posture-settings
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/security-posture/security-posture-settings
https://docs.paloaltonetworks.com/ngfw/aiops/about/export-metadata-for-troubleshooting.html
https://docs.paloaltonetworks.com/ngfw/aiops/about/export-metadata-for-troubleshooting.html
https://docs.paloaltonetworks.com/ngfw/administration.html
https://docs.paloaltonetworks.com/ngfw/administration.html
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Panorama CloudConnector i {4:

FEAr] Ab ] LGS 2 TRt T A
o NGFW, H®JEH # NGFW #1-ie k% 8) | o AlOps for NGFW Premium & Strata Cloud
M H Manager Pro

AU R A S RS R U A5 R 5 I FE SRR 7 SRR R, AR e HE R TR RN 5 e

{72 e ] 550 152 2N LIXFE, ¥ AlOps for NGFW & Strata Cloud Manager 32 %1 451
Panorama, 1] Al HiE B0 i e SEBRAS BOR VP AN IS BCIE, IR0 PR ILHE IR BT B KB . 155

&) = Bl S i 4 A 2

Nof 22 2 SR R U g ST S 5 eI ) AR RO, T R AR T . (A, A LA PR 2 A TR g
FIU) 2 P 5 P A (o] ST 0 A7 A IR0 83k, H A ANS g | AR RBUERACE (BN, BN F R B
ZEN )

N SEILIX 8, Strata Cloud Manager Hi1) S 73 BT 2 (1 188 B8 7 2 Ji 3% 00 17 SR I A0 A b s ) AR 5%
Ui, TRWE 0 W e ML AERS 70 AT, B4R /E RV nT 68 & FF B0 RS it i A R sy i, il ik 2
o AR FE b i) SR 2, Ak, OUAR. 12 b SREBERIG I

# AlOps for NGFW 3§ Strata Cloud Manager i £ 2 #& %) Panorama, {4 F SRl 70 A1 28 Vs In =4t
ARSI 2 22 SRS RN B o 1 23 D8 DR 70 BT s

%K AlOps for NGFW & 22 1&11) Panorama, &5 2L N F -

AlOps for NGFW &, Strata Cloud Manager S2# : #1552 % AlOps for NGFW =5 2% il i4F w] #iE )
w22 %% Panorama CloudConnector i, % {i I S 757 28 K B i HE SR PR (BPA) 465
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/security-posture/proactively-enforce-security-checks
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/security-posture/policy-analyzer
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LS T A4UE TR Panorama,

O PANORAMA

DASHBOARD MONITOR

POLICIES OBJECTS

PANORAMA

Panorama v

7 Setup

High Availability

E&] Config Audit

Q Managed WildFire Clusters

q Managed WildFire Applianc

® password Profiles

Administrators

o) Admin Roles

‘v‘_} Access Domain
Authentication Profile

& Authentication Sequence

E]___] User Identification

D—z~ Data Redistribution

Scheduled Config Push

r‘D Device Quarantine

3 Managed Devices
=3 Summary

@ Health

/—_

Management Operations Services Interfaces lelemetry WildFire HSM /
AULOITIALILANY ALYUITE O LUK
Serial Number
URL Filtering Database paloaltonetworks Sec
GTP Security
SCTP Security

Device Certificate

Current Device Certificate Status
Not Valid Before

Not Valid After

Last Fetched Message

Last Fetched Status
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T

Get certificate
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i
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https://docs.paloaltonetworks.com/panorama/10-2/panorama-admin/set-up-panorama/install-the-panorama-device-certificate
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f£i217 PAN OS 10.2.3 Rl & Al Panorama [-2¢ %47 Panorama CloudConnector #fiff.
TG AT DA T a3 8 ] A 2

> request plugins cloudconnector enable basic

>

Device Groups -
{» PANORAMA DASHBOARD ~ ACC  MONITOR  POLICIES ~ OBJECTS  PANORAMA

73 s Q) connector 2/312 |5 X
B High Availability

B Config Aucit FiLe NAME VERSION RELEASE DATE size DOWNLOADED INSTALLED | ACTIONS

S Managed Wik Chsters N\ ector

R\ Managed WildFire Appliance

8 b aceword Profiles cloudconnector-201 20,1 2023/05/24 09:1416 | 76K M v Remove Config 53

v Name: cloudconnector-2.0.0

cloudconnector-200  20.0 2023/03/23 11:19:15 78K Download 573 Release Notes

O IIEE R, B Panorama g (11.0.1 w1
AT 1,
s Cgss 1 AlOps g fi CloudConnector ygpk i AlOPS 15
P, PONERDEHIIN, SURARRAE T, MR T MG, it
CloudConnector 1 (1 fi 357 1 A

B I{E PAN-OS 10.2.3 %2245 1 AlOps #fifF, 2 Ja /145 Pan-OS 11.0.1 =5 5 5 ik

K, MHZIECER BN AN 551 PAN-OS A i 223, X 42 S 80X AN a4 80 A

Panorama ., EXFRIGHL N, ERATLL MAEE:

1. /¢ Panorama Web #Lifirf, #E# Panorama > Plugins (ififf:) , #XJ51%E# Uninstall ()
) LLHIZE AlOps Fift,

2. J5JH CloudConnector it :

> request plugins cloudconnector enable basic

CloudConnector #fif}: 2.2.0 3% £ M\ Panorama 31T fC B i i, X B i AN AE #2328 f A= 4%
750/ (Il
o NCEACHEREE ¢ M ACECEERE FR T HEACE), CloudConnector i fF(E I it se Wl [a) A~ 2
IR AREE R, Fescfa, TR AR EEAC iE I TR R 5 s s I,
o BERARIERRE - MEBRENEE I PITHESEET, CloudConnector i A2 4E it sz ] [a] i1
MO RE, 52, @A HARACE I TR RS Ase I,
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https://docs.paloaltonetworks.com/panorama/10-1/panorama-admin/panorama-plugins/about-panorama-plugins/install-panorama-plugins
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Panorama )3 F11 14 & 12,

CD PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS PANORAMA
Panorama v
~
O Setup Na ¢ n Se ¢ nterfaces Telemetry WildFire H ACH
& High Availability ——
E"y Config Audit
d P Telemetry D
Q Managed WildFire Clusters
q Managed WildFire Applianc Threat Prevention
& password Profiles Device Health and Performance
Administrators Product Usage
{2) Admin Roles Telemetry Region Americas
Y ACESSE Lirrain Certificate Status Device Certificate is valid
Authentication Profile
2 Authentication Sequence
Pr T
E2) User Identification oduct Usage - -

2R LRI N Z N VR £E Panorama A5 Strata Logging Service T MLIX k% B )
FQDN Z[a)i#t 17l s -

FYN (americas) https://prod.us.secure-policy.cloudmgmt.paloaltonetworks.com/

https://prod.au.secure-policy.cloudmgmt.paloaltonetworks.com/

A FINE (au)

Ik (ca) https://prod.ca.secure-policy.cloudmgmt.paloaltonetworks.com/

MK (europe) https://prod.eu.secure-policy.cloudmgmt.paloaltonetworks.com/

FedRAMP (gov) https://prod.gov.secure-policy.cloudmgmt.paloaltonetworks.com/
PalE (de) https://prod.de.secure-policy.cloudmgmt.paloaltonetworks.com/
FIEE (in) https://prod.in.secure-policy.cloudmgmt.paloaltonetworks.com/
H K (jp) https://prod.jp.secure-policy.cloudmgmt.paloaltonetworks.com/
H b (sg) https://prod.sg.secure-policy.cloudmgmt.paloaltonetworks.com/

5[] (uk) https://prod.uk.secure-policy.cloudmgmt.paloaltonetworks.com/
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/device-telemetry
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/security-policy/create-a-security-policy-rule
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Manager Pro
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STEP 1| i%&#% Incidents & Alerts (CZE{-F1“%3) > Incident & Alert Settings (CGE{- Fl& ki) >
Notification Rules CGHZ1#i]) > + Add Notification Rule (75 &)

STEP 2| %A Name (%#%) Ml Description (¥i) .

STEP 3| 4% Add New Condition (ZIUHToRAF)  LUFS K i A iy R 2% 14

BN, SEE R R AR A A, 15k subCategory (7-255]) . Equals (%:T) A
Hardware (fififf:) ,
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
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2. % Next (F—4) .
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1. Test Gl fviksz, DAafER SR RCE R LIF,

2. % Next (M) .

STEP 5| SaveRule (fff7#im))
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Ale etails

PAN-OS Known Vulnerability -

Serfal Number: A

Your current v

IMPACT

The current OS

Events

Active History

P SW Versi 9 1P Addr

n of PAN-OS has known vulnerabilities,

vulnerabilities that have bheen patched in newer version

Software Security Advisory Details

Vulneral firewall Vulnerabilities in this PAN-OS version

D Advisary§..
High
High
Medium

Medium

Title

Impact of the OpenSSL Infinite Loop Vulnerability CVE-...

PAN-OS: Improper Neutralization Vulnerability Leads t.

PAN-OS: Denial-of-Service (DaS) Vulnerabllity in DNS..

PAN-0S: Use of a Weak Cryptographic Algorithm for St...
Command Injection Vulnerability in the C...

PAN-OS: Unsigned Code Execution During Plugin

PAN-OS: 05 Command Injection Vulnerability in Web

Feature Affected

DNS Praxy

non-FIPS-CC operational ...

CVE Fixed Version
>=10.010

»=100.10

Minimum Fixed Version: 9.1.13

Updated Date

25 Jun 2 at 00-40
11 May 2022 at 21:30:
13Apr2022 at2

09 Mar 2022 at

/& RECOMMENDATIONS

See Software Security Advisory Details table for known
i und on your current PAN-OS ver:
updating PAN-OS version based on CVE Fixed

Version column. Menitor P o Net,
s for the latest vulnerabilities

Strata Cloud Manager AlOps

47

©2025 Palo Alto Networks, Inc.



Ptz a3

BT LI H PAN-OS CVE 755, LA B4 B Ja H 9 ZhBE K S5 7= A o s 11 T 52 1] 1) 1% 2% 0
i, Strata Cloud Manager <7 W1 A I Ehag, LAfTE CVE Frsg iy g . LA AT55 U W anfe]
PP 520 5L A 1 I 1) LA R A A= BT 2% 16 33 26 e ) 11 730

Dashboards

# Device Health # Threat Insights Security Posture Insights NGFW SD-WAN PAN-OS CVEs CDSS Adoption Best Pra

Y Add Filter

Devices Impacted by Security Advisories
OaL ed

CVE-2021-44228 Impact of Logdj Vulnerabilities CVE-2021-
44228, CVE-2021-45046, CVE-2021-45105, Published Date: 10 Dec 2021 Updated Date: 22 Jan 2022 Devices Impacted: 1/101
Severity: 9.8 - Critical and CVE-2021-44832

CVE-2021-3050 = PAN-OS: OS Command Injection Vulnerability

H Published Date: 11 Aug 2021 Updated Date: 11 Aug 2021 Devices Impacted: 1/101
a " in Web Interface
Severity: 8.8 - High

CVE-2021-3058 PAN-0S: OS Command Injection Vulnerability

. i in Web Interface XML API Published Date: 10 Nov 2021 Updated Date: 10 Nov 2021 Devices Impacted: 1/101
Severity: 8.8-High

CVE-2022-0028 PAN-OS: Reflected Amplification Denial-of-

N Service (DoS) Vulnerability in URL Filtering Published Date: 10 Aug 2022 Updated Date: 19 Aug 2022 Devices Impacted: 4/101

JHEAT: 55 1 AT D £k 532 1) 16 88 (1 YR 1) L B 2] A T 2% 4 2 38 26 3 0] 119 FEE 33
STEP 1| M\ Strata Cloud Manager 7, S#i#| Dashboards ({57~#%) > PAN-OS CVEs.,
STEP 2| JEJF—A> CVE LI H H MR B % .
STEP 3| i&FETI R LME L ha IR &
STEP 4| ERTHRHENL,
STEP 5| B sl i,

STEP 6| &I rh—ANTHRED T & A A S0 2AE. PAN-OS U, 17478 % A PAN-OS LU 1]
R IS JS
AR RS ST DY CSV SR IE M.
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A A%

M AL R div 22

AEART b W] LEE A 2

o UG B NGFW B RIS BIOBH | 0 8
O AR R S R VT

ilk: Prisma Access

PG ) A PE AR R, %43 Dashboards (F5755#H¢) , #RXJ7i% £ Compliance Summary (4
FUPERGSE) EIF, BT DA R & 12 AN A2 8 T ) S S D e s, XSS gl A
56X 22 4ty (CIS) A6 [ [l K An it 5 HE AR BFSebe (NIST) NEZL -4 A ke, X TR, kA
BRI, DR A RIRIF 8 53R 0 e, et SE A 2 1 B B A B AP 2 RS 2
WEGE, SEIZENIN RS B DB BRI gt a2 R R, BE & IPEd KL R A&
MIVEANS S, FRIER i e ST A £ DA A AH I A B 1IBG KRR IE . CIS B4 eI 2 e — 4
ARSI HEZ ) S SRS o R (SR, w35 B CR 4P 2 23 R SR AN 25 52 380 0 00 X 28 e B 119 14
o

Dashboards

0/0
e Checks Failed

&
2/2
e Checks Failed

L
9/12
e ChecksFailed

AT AT 16 NMLARNILA CIS FEAFTHY 11 MEAFR R B AT
« CSC 3 : Fpstifil s 2

+ CSC4 : HIBUIRMSZHEM ]

« CSC6 : Hitt HAnuged . WFEm s #r

« CSC7 ¢ HL MG 1 R 258 300 B s A4

+ CSC 8 : B kBl

» CSC9 : PG 1. BIMSURIR 55 1 PR ARl A2 )

« CSC11 : R MR BLAAIIBCIE, QNP5 KES. B as A # L
« CSC12: APt

« CSC13: #atrdr

« CSC 14 : JE S Mz W I W1 7 52 225 1)
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AL 2 A Hy

« CSC 16 : M f B A Al

NIST 44 2= HE4E SP 800-53 eI NE A AT B HLA AL M 2H e e bR 5, W)L ST e F g JLA5
BARGNZ AR RFER, AT ISR NIST #ELEH AA R IR A G2
« SC: friugEdl

o AU @ HTHRI A 51

« CM: iLiEAE B

« CP: M&THR

o 1A D BRI AR S A GIE

« RA: RURIEAS

« SC: RGBS R

o Sl RGAME BTt

ARVEEE, ESFE s SRR,
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LRI T L A

FEART Ab 7T LA H 2 s s b AT 42

o QG B NGRW L ERBEBEBIINH | O B

AT LA N T B RE I e L AR A, DA o A A 56
o KERE
AIOps for NGFW JIJ T- VPl L i i fc HE S BT B 7156, HEBRBl K851 Panorama 11L& 5 Palo
Alto Networks 1) i (: SCERAT BRI 5, DIPTSR A& 1L SR ERCL 25 . W LUESIH V7
il AR T IR T 7Y o £ S R A 207
FEIXH, T
1 WER ARG, DR RN oA A
2. I AR R A
%iﬁii‘%%ﬂﬁﬁﬁ, A DUFR E A 2K O A AR DIRAS OB (8], 84 5 DU R 28 F ks A 1 I
N
3. VA T IO P I R
o DXIBCE A (e B A
¥ NGFW Hhig DX sl S0 21 £ (71 LASR P38
o AR RS g
FHEATA NGFW X IR (1 2 [R) () 9 8 B T 19 4 2 IR 55 o

ifid Panorama CloudConnector #iff:, 7 LABH 1k A #7 fre £ SE A A i St 2, AN AR A
BRI EBH i, Z%4E AlOps for NGFW 575 iy S 2 it S U, Panorama £ 1 8B 1L £
AT A I AZ AT A IR . L e (1 4 o SRRE o0 0 % v M G I ) R, 7R S5 A B MR SR e
S A 7 R AR

STEP 1| FAFRIETERTA Joihsktt, R,

STEP 2| FR7EAE TS B 1 42 22 11 e e S BRAS BV B o
1. %+ Manage (¥F!) > Security Posture (‘Z%22%) > Settings (%) .
2. REVE R AR AR A
3. ¥ Action on Fail (JJMUNUHE(E) ¥ &y Fail Commit ($222K0
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AL 2 e s 3

STEP 3| it 224l b 5 A i 46 2 1Y i 16 136 1 7500 IE o
1. ©%F| Panorama,
2. Fid IR TE I foc FE S ERAS B P A ¥ 1E N Fail Commit (Bé22 20

Security Policy Rule @

Auxst Comment Archive

«» -

3. kPt Commit ($£22) > Commit to Panorama (4¢3 Panorama) > Validate
Configuration C(IGIEAECIE)
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ERZ BB —REAE,  FR IR, 9L A i f f: SEER A 7

Commit to Panorama oB
_ Validate Status @

Doing a commit will ovel

Commat All Changes
° ¥3  operation Validate

COMMIT SCOPE

ADMINS
Status Comgleted I
b shanacrobject Result Faded
Details Plugin: alops
name : rube_security 001
bocation : shared
checkid : 3
checkMessage : Add meaningful description to security policy rule
name : rube_secusity 0012-1
bocation : shared
checkid : 3
checkMessage : Add meaningful description to security policy rule
Failed to initiate Plugin Phase 1 commit
Configuration is imvalid
Warnings
) Preview Chang
Enter 3 description
Close:

A 2 e g Fail Commit (e gn ity | KA1 BT A B4R 52 8 (0

KIK

WS 2 eSHhREL LR R,
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JAran Q==
WM& M e
LA b w] DL(E 2 EIPR A2
+ NGFW (Panorama #L4%) o B
«  (Panorama fE4%) O Panorama CloudConnector #fi{f, AT
. Panorama L4535 %

X2 A SR I U 1 ST AR I T L flefg, T BEHURARH 8. (o, Ay S PR 4 2 SR
TR 2 P 0 (] ST B0 AT B R 20K, I HA R g AR IR SR ACE (BN, B H 5 ol
RIHELD)

FIH Strata Cloud Manager i s 2 AT es, 18] DUAE St 242 50 i SR B AR AL B TR R3S I, SR 7o
BT ES AL BENS 70 M, E 4 MUy ] B & R R gh HH R LI e s s B, T LI S 2 J U JE
SRR TS 2E, s, U4, Ak, RECRA I
{57 FH SRS 20 AT 28 SRR I s P01 b A8 1) 22 4 DR s 0 U P

o NI 2 A — R A SE R SRR o SRS 20 2 SR n] BE WA (T AE N DN LA
RO, DA 5 2 S el A3 2 2 SR R She s A S50 20K

o FEIFOLEBAT RN ZE — Bt T DUSHrA M Bl 2, foe QB JEE M R 0] P 2 K 37 e e
78, JEAAERIT R B T 2 A TR R R ) B R B

FEde 52 Wz B o 6 22 70 AT i 09 22 2 SR K o
o R FTSRNG HT — BESEVEAHT R 2 e, AR HE AT B 2 B RO 0 R, DAk AN ] d e
b e g B e

o AR SR AT — RIS R A AN . U Rl R, AN BRI AT (R E
s sy e s Panorama yr s 1 45 CloudConnector fifF 1.1.0 o g v iy Ac

R LU a5 JE e s 1

> request plugins cloudconnector enable basic

* SRS bR S sk Panorama s s PAN-OS ok 10.2.3 sipgr ip 4,
TR ) BT e Rar N 1)1 S i 28 7Y

SR 70 BT 2 ARSI 2 2 SR A ) P e DL SRR S

o S — TR e S o e RO R [ O T S R e b U

R 422 RO 3 A My o R e ) 2 e SR IR A 1P A, DAL, A SRR P eh G 5 ey
TIN5 G B AR R P PEBC 3 s AT, 1T ELIX SE R AL AR BRI, o AR I )
frite AR ERESI N, 2R N2 AL

o LR — PN B 2 RN DU AC R R 3 ie HLACE 1A A FR 0

o 2L — JEFR I e b B IS RN R P m A RS R VLA (BCZMPRPERS) , JF HR
ARSI, A0 S 2 SR R O - B, A 2 SR e 2 32 B 5
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AL 2 A Hy

o R — BSOS, I — 2 5 50— SR S e dim e, (2 S B i
(EASIA) o AR SR PSR B B B, 2 2 SRS ik 2 52 S )

o] DUREX SERN 5 3 F 9 AN, DDA ) U — AN e AR, Sl e gt
— AR I WA LAl R, T ORGSR SE RN £ I BN R

AR ST S AT

FEAR] A W] LLGE A 2

« NGFW (Panorama #£%) o u{

+  (Panorama ¥£4%) O Panorama CloudConnector ##if:, HT
. Panorama /55 %

2 2 TR R TN A8 BT 117 7 BT S PR T O A PR A
o TR TR L o M — GRS 4 A TR LU A B A A AT U P
2% TAF -

1. ¥ Manage (i&H!) > Security Posture (‘“ZZ%®75#%) > Policy Analyzer (GRI%Z3#T28) >
Pre-change Policy Analysis (25 ¥ [ij 5% 0 1)

2. (ESRME S Bl DU TS, et A TR 0 By SR AU iY) Panorama sE 451,

Policy Analyzer panorama-e2e

Pre-Change Policy Analysis Post-Change Policy Analysis

Security Policy Pre-Change Analysis

Security cyAnuma]yAnalysls
Check if ing Security Policy ha

Start a Security Policy Analysis

3. TR 2RI 7 HT
PATLL MBI AT 0 Hr
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STEP 1| A7y Hr ARk A 0 Bt W],

IntentDemo

SELECT SECURITY POLICY SELECTION SUMMARY
Search Panorama Instance: panorama-e2e

Security policy layer:

Security Policy Security Policies for Analysis

panorama-e2e v

Shared

NGFW-Legacy-FWs >

Container-FWs >

7t Panorama %4 I, &AL EN, 1T LLEVEPIDNF R, 7B NGFW 2l 45 i (i
B2 R EERINI B U o AR 2 20 9 B1) S 11 SR e b L 8 0 10 T A 18 2% L 4

AT LA % 10 DNERE DL 7 NGFW 19 4ia 1o,  BEWS /0 M HE 2 BIZ 4 E 52 70 Bl
NGFW YT A SR S ]

STEP 2| &£ ANIA WL 2RI T M7,
RER ST % 0] DLk £ 10 N4
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=

STEP 3| ifedf Mol Rl /0 HraRBURERLC 0 BT
o HTIE IR L b
PRI £ 2 U T B DA 73T

ecify Analysis

run.

% New Intent Satisfaction Analys

Check il nte

+ Add New Security Rule Intent

Submit Analysis Request

A XL N5 2, IF B AlOps for NGFW AT LU 25 H AT FIL N 2 5 1 75 1% 7

New Security Rule Intent
Spec y rule addition:

Basic Info

New Security Rule Name

DemoRulel

New Security Rule Description (Optional)

Placeholder.

Source

Zones (Any Zone)

Addresses (Any Address)

Users (Any User)

B A R RN AL M. 5 2 A SR 5 B BB E “ Any ™
PRAFBLIE

BT N R G 2
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AL 2 A Hy

IntentDemo

Define the parameters of your n cy eA s oui cies over the intent

+ Add New Security Rule Intent
SUMMARY OF NEW SPECIFIED SECURITY RULE INTENT (1)

Security Rule

v DemoRulel

Description: Applications:
Source Zones: Service Entities:
Source Addresses: URLs:

Source Users: Action:
Destination Zones:

Destination Addresses:

Security Policy Anomaly Analysis
Checki g Security P

Submit Analysis Request

fe % ] LB 10 28Ry 2 N, vy USRI 151 T 2 A -

STEP 4| F&35 75 Wi 2R 5 55 A7 M B Ry LA RS i & 268 4 0]
TERME 7y M es T B “Analysis Requests (7 MT1ER) 7 MU M & O HTIRES

Policy Analyzer panoram

Pre-Change Policy Analysis  Post-Change Policy Analysis

Analysis Requests (17)

Q d / y Status X Y

Analysis Name Description Analysis Type Submission Time Operator Status End Time

IntentDemo Intent Satisfaction Oct 10,202206:50 AM RS PG 0Oct 10,202;
Oct 06,202206:25 PM Completed 0ct 06,202
Intent Satistaction 0ct03,202204:10 PM Completed
Intent Satisfaction Oct 01, 202201:27 AM Pal ly Completed
Intent Satisfaction Dratt 0ct 10,202
Sep 28,2022 07:44 PM Partially Completed Sep28,202%
Sep 28,202207:39 PM Partially Completed Sep 28,202%

Intent Satisfaction Sep 28,2022 06:26 PM Partially Completed Sep 28, 2022

Intent Satisfaction Sep 28,2022 04:45 PM Partially Completed Sep 28,2027

Intent Satisfaction Sep 28,2022 05:42 AM Partially Completed Sep 28,2027

Page

A LUBGEARZS N “it b RN, Bl R o« 2 G,
IHTEBE, BRI,
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AR THTBOR o Mk

fE [ Ak w] DL 2 R BEHEAT A

« NGFW (Panorama ft/%) o =k

* (Panorama fT/i) O Panorama CloudConnector #iff:, 7T
. Panorama FCAF %

PR OB ok, EAERM OISR, TUERS T4
R 2 R
11-“Analysis Requests (7 #riEk) " P Aok, Bdi— D00 AR Lo R, XLess
(DE
L 7 Heib s, Horh a4 B N T B TR 1S 2
2. Bl A FR W] B R D A A BT AR
o RIRTE R — TR0 RN Vs A R B AR AT RN e A — 3K
o BT — I AR i T A A S AR AT B ) A
o BRI E — IR NEME V), ERAAA P TAE, 0T LR IR DN 2 ¥ 44

> new-demo-intent-5

Analysis Reports
Viewy s below
Intent Satisfaction Results  Security Policy Anomaly Results

Intent Satisfaction Analysis Results

ANALYSIS RESULTS SUMMARY

Status Security Policy 1l Analysis inDG1_1
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AL 2253

3. BT L RN E 2y

> new-demo-intent-5

Analysis Reports

ult:

Intent Satisfaction Results  Security Policy Anomaly Results

DG1.1

2Security Policy Analysis found in DG1_1
1 Intent Fully Met
1 Intent Partially Met

0 Intent Not Met

DG1_1

Analysis Summary

Security Rule Intent Result

There are existing rules that fully meet your new rule intent, (and no higher order rules that contradict it)

A\ There are existing rules that partially meet your new rule intent but there are higher order rules that fully contradict it
2Results

10 v Page 1% ofl

Please select a rule from the table above to view the details.

RARBIR A PN . 28— 2 MUY S S B A I e 22— 2, 28 2 B I 5B M
W 75— £

4. EFEHTL A VEA (S B RS R

There are existing rules that fully meet your new rule intent, (and no higher order rules that contradict it)

rules that partially meet your new rule intent but there are higher order rules that fully contradict it
2 Results

10Rows v  Page 1 of1

1. intentrule1

There are existing rules that fully meet your new rule intent, (and no higher order rules that contradictit) | A~

SPECIFIED NEW SECURITY RULE

Action X Y A

Rule Name Action Source Zone Source Address Source User Destination Zone Destination Address URL Category Application
Intent Rule 1 Allow Trusted Ipv6, Address, 169.254...  Any Any 169.25 Any Application-Group1

INTENT SATISFACTION RESULTS
Q

Rule Name Satisfaction Status Policy Layer Source Zone Source Address Source User Destination Zone Destination |
Shared Rule 1 Meets New Security Rule Intent Shared Any Any Any Any Any

1 Results

Suggested Next Steps ~

Note: Changes te security policy should be carefully evaluated for overall security posture impact. Especially consider the impact if the policy layers of the two rules are different

PR Bt TR BRI 1 69 A R S B B S = 4 A9 SR — 2 HrR I
PSR S B o8 2 — 2 NIEANTE 2O/ LR U A in 2 e b
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AR 1 g o A

fE [ Ak w] DL 2 R BEHEAT A

« NGFW (Panorama ft/%) o =k

* (Panorama fT/i) O Panorama CloudConnector #iff:, 7T
. Panorama FCAF %

{t Panorama 248 fid i i), wf DLl Strata Cloud Manager HU3d R 0 AT lCIE . R0 20T 28 7
FrEACE S5 U Hfth s, B al 4 Manage (45°El) > Security Posture (‘ZZ274#0) >
Policy Analyzer (B%7>#725) > Post-change Policy Analysis (78 1 5 5l& 75 41) &G /b4
£

ATUEFELMEE

1. BoRprasg e (AIEE B0 © NGFW T A& ) (9 Brfigsd, w DU R oE el
JeR Fw o AR TR R R R T A B A R B S e B, R TP IE ( 2O RN ]

HIIY 545

Policy Analyzer panorama-e2e

Pre-Change Policy Analysis Post-Change Policy Analysis

Policy Analysis Summary @ PriorityHish ) Al

Existing Security Policy Snapshot Time: Sep 30,202209:51 PM

ws
5 ies o -
Analysis ime: Sep 30,202209:51 PM

TOTAL )
ANOMALIES 39 Correlatio Sep 30,202210:21PM
FOUND

30 minutes 20 seconds.

2. 3 BB ) ke S
o IUATL A RIS PRI - 0B £ 22 SR FRid 9 E Panorama R ATV IR [N
o T hA I TR
o INTRSER 7 AT
o SRR HT AT (E]
3. BEL TR IR DA T TSRS 1) S5 45
4. BTG FITIge 4 A R 1Y) S 4l 0
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5. AR A R R U I S TR AS R

Policy Analyzer ama

Pre-Change Policy Analysis Post-Change Policy Analysis
Policy Analysis

Status Security Policy 11 Anomaly Count 1 Anomalies in BND LAN

115 Security Policy Anomalies found in BND LAN
0 Shadows.

© 1 Redundancies

A\ 0 Generalizations
107 Correlations

7 Consolidations
omaly Details in BND LAN

Security Policy Rule Security Policy Anomaly
© Redundancy: Allow security rule is covered by a higher order allo urity rule
Correlation: Block security rule iscorrelated with higher order allow security rule
Correlation: Block security rule is correlated with higher order allow security rule

Correlation: Block security rule is correlated with higher order allow security rule

Policy Analyzer yanc

Pre-Change Policy Analysis  Post-Change Policy Analysis

9 Correlation: Block security rule is correlated with higher order allow security rule

10 Correlation: Block security rule is correlated with higher order allow security rule

115 Results
© Redundancy: Allow security rule is covered by a higher order allow security rule | A

Q Search \C te Reset
Rule Type Rule Name: Location Source Zone Source Address Source User Destination Zone Destination Address

Covering Rule BND BND-Lan, Untrust Any Untrust 10

Covered Rule BND Users BND-Lan Untrust 10.

Suggested Next Steps ~

Option 1: If you wanted traffic matching covered rule to be allowed with same security inspection as covering rule then the covered rule is redundant. Consider following changes:
- Remove the covered rule to reduce policy sprawl

Option 2: If you wanted traffic matching covered rule to have a different security inspection versus traffic matching the covering rule then consider following changes:
- Change the security profile field in the covered rule to reflect the inspections of interest
- Move the covered rule to a higher order than the covering rule

Note: Changes to security policy should be carefully evaluated for overall security posture impact. Especially consider the impact if the policy layers of the two rules are different

ZEER T —MIURA R RO, ARG, BND BN AL 5 —A BND JH P R s . A
e, W DR B BND FE.

7. BEEEWIIGEL BRI R
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https://docs.paloaltonetworks.com/ngfw/aiops/health-and-software-management/view-device-health
https://docs.paloaltonetworks.com/content/techdocs/en_US/ngfw/aiops/health-and-software-management/upgrade-recommendations-ngfw.html

NGFW &1 PR IR F 5 B

B E W& IEI TR

FE(] Ak m] LAGE T 2 e T A?

o, BERH BE NGFW B SREE I H | Hdp 22—
o s
o g

WAAIBITIRBUA B PE L3R A NGFW WIS T TR 70 R B s & 1y AR A IR FIME RE . %
FIBIPIRGL B PRI o B ™ & (0 £ 100) M HAHAMN BRI ES (RIF. . =, ™
H) E, BITIRELB T AR ST SRR e BuE . RIVRNRES .

ER NIRRT
o BENLBITIRGE D BE, i o AR A — BEI TR] Y PTA) #0 2 it
o G/INMETTE D TR ST R, R R TR S B P DA PRI A

Device Health @ Top 10 Device Health Scoreboard @

Unhealthy Devices Improving Scores Regressing Scores

Health Score Ho: ame Model
93 (Good) Thiya 1 PA-3220

1 O 6 Critical (0-65) ; 93 (Good) Oneapp_Datacenter FW_10  PA-5220 1015
Total Onboarded Devices R 94 (Good i D - 2.5+ ins...

Poor (66-80) o (Good) D PA-3220 10.2.5-c253.ins.

— 94 (Good) 0 C 203 PA-820 1014

102 B Fair(81-90) ;
e 95 (Goo D .

Detayed Telemetry 1100 (Good) L D PA-VM 1021

ceod 95 (Good) 0 Lond .. panorama 100.6

96 (Good) 0 Boston_220_7 PA-220 1014

96 (Good) 0 Dallas FW_5250..  PA-5250 1014

96 (Good) 0 220 3 PA-220 1014

97 (Good) O t 220_1¢ PA-220 10.14

Overall Health Score Trend

AREMER, BS T sz PRI,
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/content/techdocs/en_US/cloud-management/administration/dashboards/device-health.html

NGFW &1 PR IR F 5 B

AR N

AEART b W] LEE A 2

o QG B NGRW L ERBEBEBIINH | O B

4 Workflows (T{Fiit) > Software Upgrades (3{7+%¢) > Upgrade
Recommendations (FI-Z% i) LL{#i il Strata Cloud Manager 73 #7155 k3% )8 LI RE, Ff61) %
8 SCHEBOR R O 1 11 I 25 1) HAR S S

o BRI BB TR O,

o ARG BATHHEIRE. 1Ty IR M A 5 R
THEE LS -

o ARG B BRI B A A, R AR K

o U AR BSOS B BEONHEE PAN-OS CVE 1B #% 1 I AR

o JUPUERIEER, JE i EIE AR ) SR R SR S (TSF)RAE BT,
NGFW - Software Upgrade Recommendations

Creation Date: Past 7 Days Add Filter Reset

Upgrade Recommendations Generate On Demand Upgrade Recommendations

Creation Date y, Recommendations Name |3 Numbero... Must Fix Vulner... 1 Recommendatio... |t Status 1
Dec 17, 2023, 3:30:... N/A System & Ready
Dec 17, 2023, 3:30.... N/A System & Ready
Dec 17, 2023, 3:30:... N/A System & Ready
Dec 17, 2023, 3:30.... N/A System & Ready

Dec 17, 2023, 3:30:...

N/A System & Ready

Dec 15, 2023, 1:44:... & Ready

Dec 15, 2023, 5:17.... & Ready
Dec 15, 2023, 5:17-... & Ready
Dec 14, 2023, 8:20.... & Ready
Dec 14, 2023, 7:34:... & Ready
Dec 14, 2023, 10:49... & Ready
Dec 14, 2023, 6:54:... & Ready

Dec 13, 2023, 3:30:... System & Ready

AR SR SR SENEIE TR TR N N N NN

Dec 13, 2023, 3:30:... System & Ready

PR, TS T M RS

o BF T T B DU TR SR R (TR
o GBI AR LA 25 E 7 S

o O UL A RIS A R
o MR IO A S T A
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/aiops/aiops-for-ngfw/security-posture/monitor-security-advisories.html

NGFW &1 PR IR F 5 B

EREE T TR
1. ARz BT
2. EEEADEORSER S (TSF) JF A%,

©) - AU Rt -agan TSF 3F 0 TSP vy 87 A,

© USRI B s A  TSF Sk ORI Y, i H S RE MG 17 PAN-OS
9.1 o i iz PAN-OS by kB vh 744

NGFW - Software Upgrade Recommendations

Upload Tech Support File (TSF)

Upload Tech S rt File [ to generate an Upgrade

-0S 9.1 or aboy

NGFW or Panorama TSF

File type: .tgz

Note: TSF uploads disabled Cance
for demo. B

3. (AN Ready (R4 I EEAHMTH AL,

JE T LIRS Status CRA) o LU L 657 465 TSF 19 Bty SO R SO BR AH ert (L o
.

PR T A SR

ST P B T B SR SR T BRI BB KT, (TR, BT
L FIIHHERY G LA B PAN-OS CLAni B T4 L, 3 W LU CSV Mok St 3R 75,

O BRI EE TR LR A

* 7 PAN-OS i, “Associated Case Count (Sepper) 4% » 2 4R 1% 17l it
IOFIRE /6
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B B

NGFW - Software Upgrade Recommendations

PAN-05: 102 | Platform: vm /* | Dec 17,2023

alored o the PAN-OS features enabled on wose ams elow o see urther

eatures, Vulnerabiite

Upgrade Option 1- PAN-0S 102

Torgt Verios
Relesse Dt

EoLDate

1027

TAC Poferrd: Ve

Fitered uerabiies O
rr—
Kaow sues:

[

Upgrade Option 2 - PAN OS 11.0

Basedon Ersbed Festues  PAN-OS

W ithout changin the oy neworkt secur we

3

on Enabled and PAN-0S Know s upgrade.

TorgecVerson:
Relese e

Eoloate:

TAC refered

Fitersd Volnerabiies O
Jrp——

ReesseNote:

inceand thr recuiements.The Wb Prosy capaity avalble i PAN-OS 110 allows thse customers to
non-ve st With e proy avaisbefo both NGFW s Prisma Acess, Pl

3 singe, et secur evred formfctos B confgring

10

Reset
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NGFW Iz 1RG0 AR (145 -]

I HTHHRRR A

AEART b W] LEE A 2

M Strata Cloud Manager $1iii %] Monitor (¥i#1) > Capacity Analyzer (%5 7#128) |, HRiEiE
SIS IR EE PR bR B, DAOHR M RS AR B 0 R P g i, T U I DA N 5 ok 7 T Febe s
o MRPESEIR. VSRR M AR A

o WRIERES oW ar s =

o W IEAR T iRbR s =

Ham e CabiT 7, SZRPER, AT IS BN EE T i KA m I IR IR R B R . 3
58] A L5 4 20 T 2 R

puil:3
W

VM-Series p}; ) 1 1<+ 5 Capacity Analyzer (7 50/54752) hfe.

RIGFEAR AT FBL% DT FE bR A e

1. R es B, KOs B 8 A oo ERD T 25 J& T R s & TS 1 A e & 1 1R
Py 25 8 (5 I o

EHR B, B N SRR T PA-220 TS5 1T % %1 ARP 22/ NMEFRZY 5,

Capacity Analyzer @

Capacity Oy w for All Metrics on All Models
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https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/manage-capacity-analyzer-alerts

NGFW 3z 1 IR HL AR A48 BT

2. Bl A RS MR AR L S TR T A A A e (A Bl e (eI s B, BAT A PA-220
WA SHY ARP KA/,

apacity Analyzer Heat-map » Capacity Analyzer Trend

Capacity Analyzer @

Time: Past 30 Days ~ Prediction Time: Next 90 Days ~

Metric ARP table size on device Afin_Beijing_220_1 [PA-220]

1.5 K(98%)
e
100% —_—___'—_'—___';'_"_';'_'_‘:‘_"—'—“ Ly
75%
50%
25%
. 10.]’15 1(}!’22 10!’2’9 11!“05 11.!"12 11.!’19 ll!f'?f: 12,!'03 12.["10 12
Month/D:
ARP table size on all PA-220
Host Name | Amount Used |t Amou... |t Alert Name |3
. Afin_Beijing_220 1.5 K(99%) 19.0 (1%) Approaching M:
Afin_Munich_22( 1.4 K(93%) 111.0 (7%) Approaching M:
Afin_Boston_220 1.4 K (92%) 126.0 (8%) Approaching M

1_Munich_22( 1.4 K(91%) 131.0 (9%)

TTUBEBRLLIT N
« FrfJE T PA-220 VSRR HY ARP KA INMERRE i,
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o EFEIh AN BN T E R AR A A
o BEXRZSE bR Y EAR L IR Z T ARIE B L KA H L

« RIS . Strata Cloud Manager Tl bR B e A ity 110, 6T LA I
FEAERIR L, LIZEA(E G 7 ST 5 B
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AR B S 2 W,
1 WA Fras &, 8D s 5 A G LA KRR

Capacity Analyzer @

Metric: All ~ Model Type: All ~
Capacity Overview for All Metrics on All Models

0%
Capacity Filter = 0%

Configuration Resource

Pl—ﬁﬂ

2A-3260

ARPtab.. GlobalP...
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eat-map » Capacity Analyzer Table

Capacity Analyzer @

Metric: All ~ Model Type: PA-220 ~

PA-220 (Each row displays a metric's utilized and unutilized capacity, indicating the number of resources used and unus

v Configuration Resource
Metric Name |t Amount Used | Alert Name |1

A

Address Objects 2.5 K (99%) Approaching Max

Address Groups 123.0 (98%) Approaching Max
ARP table size 1.5 K (99%) Approaching Max
FQDN Address 1.9 K (96%) Approaching Max

Global Protect Clientless Tunnels 19.0 (95%) Approaching Max
Global Protect Tunnels 2420 (97%) Approaching Max
IKE Peers 984.0 (98%) Approaching Max
VPN Tunnels 973.0 (97%) Approaching Max
NAT policies 384.0 (96%) Approaching Max
Security Policies 493.0 (99%) Approaching Max
Service Objects 989.0 (99%) Approaching Max
Service Groups 247.0 (99%) Approaching Max

v System Resource

Metric Name |t Amount Used |3 Alert Name |3

FEAT R — MERIIAT A R, foRse rhizdibe R0, teoh, Gl I EE

RIS R I B DL GZ R ik 1 e KA Tt H 0,
2. ey Hrandirh, R MEARLLEE /e LS.
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3. kFE A DA IR ES .

"] LLi%$¢ Prediction Time (TS [A]) LLIE 75 FR bR T

PRIBF fre K75 i ny H U,

AT LR R B E R L, DA Al I 18] s FE bR

Time: Past 3

Strata Cloud Manager AlOps

Capacity Analyzer He

0 Days ~

it-map » Capac

Capacity Analyzer @

Prediction Time: Next 90 Days ~

Strata Cloud Manager Tl {5

e =2

5 B o

ty Analyzer Table » Capacity Analyzer Trend

Metric Address Objects on device Afin_Boston_220_11 [PA-220]

2 Afin_Boston

2.2 K (88%)

2.3 K(90%)
2.3 K (90%) r=
Capacity Usage Nov 11, 2023, 5:30:00 AM
PREDICTION:
Dec 9, 2023 will hit the max capacity
0% T | | [ [ | | | [ |
10/15 10/22 10/29 11/05 11/12 11/19 11/26 12/03 12/10 1z
Month/Dz
Address Objects on all PA-220
Host Name |3 Amount Used |t Amou... |t Alert Name |t
2 Afin_Beijing 2.5 K(99%) 27.0(1%) Approaching Ma
& Afin_Munict 2.3 K (90%) 241.0 (10%)
L] 2 Afin_Boston 2.3 K(90%) 248.0 (10%) Approaching M:

288.0 (12%)
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R R FR 20T FiE bR 2 e

1 AR WIS A, PRSP R AR AT B P i, ER B,
HEHE T ARP K A/ NMET.
I W] LA PE— P EAR ISR ) P BRI R, DL A B AT A B
1)

N
AR, BN, BCE R IEEAMERR > X > Mk 5

Capacity Analyzer ©

Metric: All -~ Model Type: All ~
Capacity Overview for All Metrics on All Models

0%
Capacity Filter 0%

Configuration Resource

Fh=2 20

e - - - - - - - -

PA-5250

PA-820

ARPtab.. GlobalP... GlobalP...
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Capacity Analyzer Heat-map » Capacity Analyzer Table

Capacity Analyzer @

Metric: Configuration Resource / ARP t... ~ Model Type: All  ~

ARP table size

v PA-220
Host Name |t Amount Used |t Amount Unused |3 Alert
Afin_Beijing_220_1 1.5 K(99%) 19.0 (1%) Appr
Afin_Munich_220_6 1.4 K (93%) 111.0 (7%) Appr
Afin_Boston_220_11 1.4 K (92%) 126.0 (8%) Appr
Afin_Munich_220_3 1.4 K (91%) 131.0 (9%) Appr
Afin_Boston_220_6 1.3 K (89%) i . 171.0 (11%) Appr
Afin_Boston_220_9 1.3 K (88%) i 1 177.0 (12%) Appr
Afin_Beijing_220_2 1.3 K (84%) 247.0 (16%) Appr
Afin_Boston_220 4 1.2 K(83%) [ 1 259.0 (17%) Appr
Afin_Munich_220_4 1.2 K (81%) L 282.0 (19%)
Afin_Boston_220_0 1.2K(81%)  IE— 290.0 (19%)
Afin_Boston_220_5 1.2 K (80%) ] 301.0 (20%) Appr
Afin_Boston_220_2 1.2 K(79%) ] 311.0(21%) Appr
Afin_Boston_220_1 1.2 K (79%) | 316.0 (21%) Appr
1.1 K (73%) L 407.0 (27%)

REAT SRS MR ALY ARP LA IMERI T R A R, A, b n] DLE RS0 &
A EHLEERHZ AR AR R ) EAR DUNAZ SR bR 21 M KA e pg it H 1),
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2. B BN DA E ke br ) B .

"] LLi%$¢ Prediction Time (TS [A]) LLIE 75 FR bR T

PRIBF fre K75 i ny H U,

1CITY Anal

yzer Heat-map > Capacity Analy

Time: Past 30 Days ~

Capacity Analyzer @

zer Table » Capacity Analyzer Trend

Prediction Time: Next 90 Days ~

Strata Cloud Manager Tl {5

Metric ARP table size on device Afin_Boston_220_11 [PA-220]

] Lok ehr et A B 2 b, AR (e e I 8] SR FE AR 25 3

Strata Cloud Manager AlOps

©2025 Palo Alto Networks, Inc.

1.4 K(91%)
100% T T T T TR ——— e S S e ———
I——
D
EY
50%
25%
0% T [ 1 T [ | I [ [
10/15 10/22 10/29 11/05 11/12 11/19 11/26 12/03 12/10 1
Month/D
All Metrics on Afin_Boston_220_11, Unknown
Metric Name Amount Used Amou... |1 Alert Name |
IKE Peers 937.0 (94%) 63.0 (6%)
Security Policies 463.0 (93%) 37.0 (7%)
. ARP table size 1.4 K(92%) 126.0 (8%)
FQDN Address 1.8 K (91%) 190.0 (10%)
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TECHDOCS

NGFW 19 f {1 S ik

fEAn] AW DLE T 2

o, BEEH B NGEW B R BER IR H | Hrhz— ¢

AlOps for NGFW it 5 fe fESEER R FF— 2, #2253 a7 LUFIH AlOps for NGFW,
TP i SE B PR (5 44509 Panorama. NGFW F1 Panorama T4 Prisma Access 22 2=,  Fxhfe
LI f S G 7 . AlOps for NGFW i b 1 7 o 4 St e it 115 J8. 42 4= & IR PE O T A

AlOps for NGFW &% %%, LL T AlOps i tE S5 (BPA) HEE L AlOps = 2 b ¥F nf UERD ]
i, Aol i tE S D BNV SE B 536, S RIN 15 iz ik

o WERF N SRR P RSB, DARCEAT S AR A A D S R 4 e P (CSC)
R AT S, DA WO 0 vy DABEA T S SO X, ATt o S i H SE R 5 A . B PDF 4% 5K
S SR, IR R PP PR SRR 2N

Dashboards

#* Threat Insights My Dashboard Compliance Summary est es On Demand BPA NGFW Feature Adoption CDSS Adoption WildFire

ecurity Identity
Device Group: All v Category: Rule Vv Checks: CSC Checks Only v CLI Remediations: All Checks V'

PA-3260

IS Rulebases

Best Practice Checks Trending

81


https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/cloud-management/administration/overview/built-in-best-practices
https://docs.paloaltonetworks.com/content/techdocs/en_US/cloud-management/administration/dashboards/best-practices.html

NGFW 7 fx £ 52

o WALEARIINE DL, R 7R A T G A A E DA K A B

Dashboards
#* Threat Insights My Dashboard Compliance Summary Best Practices On Demand BPA
Device Group: All Vv Time Range Past 90 Days V'

© Overall Adoption | © Best Practice

Logging

URL Filtering P

CDSS Adoption WildFire

ADOPTION DETAILS

Wildfire Analysis Profiles

il o

Wildfire Analysis Profiles

58% configured
Not-Configured

ules have nc
File Blocki
Trend

10¢

Sy

« M AlOps for NGFW SR SR EH, DU A AL 5 B gl & B/ IS 22 e,

1€ Alerts (“%3%) > Security (%%) > Alert Details CXIRVE41SE) Y AlOps for
NGFW, ib426t 7 ar 51820 (CLI) 81, BF 505 D5 1 fih R o) j e 43

Alerts > Alert Detall

plication Not Set In Rule - Panorama
INum Mo ) | SWVe
Application Rule Name
v Any Rule2-dg-1
RECOMMENDATIONS
# Follow these steps to resolve the issue:

To enable App ID remove any from application list for security rule Rule2-dg-
1 configured at device-group test-dg-1 pre-rulebase

Runall of the following CLI command sets:

delete device-group test-dg-1 pre-rulebase security rules Rule2-dg-1 application
set device-group test-dg-1 pre-rulebase security rules Rule2-dg-1 application

sr_bpa_11

RECOMMENDATIONS

/ Follow these steps to resolve the issue:

To enable App ID remove any from application list for security rule
sr_bpa_11 configured at device-group test-dg-1 pre-rulebase
Run allof the following CLI command sets:

delete device-group test-dg-1 pre-rulebase security rules sr_bpa_11 application
set device-group test-dg-1 pre-rulebase security rules sr_bpa_11 application

O i LS EQUEN I R@MN B . X Tiadr 4 isfich PAN

OS 4, ILahHe N #5 FBh LA AR L #5 wop: (TSF
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NGFW | SE K

o NIBTT 9.4 R koA (GREN
RAE—EAE(EH] BPA JH7 T H R A= 1 BPA # 4,
feft X7 mmE S,

"1 AR BPA s 2

On Demand BPA & Adoption

TP

sur security posture for devices not sending telemetry against Palo Alto Networks

Best practices include checks for the Center for Internet Security's Critical Security Controls

Reports | Completed (14) | In-Progress (2) | Failed (2)

v Completed (14)

Best Practices Adoption Summary  Reports Generated Date ¥ User Name

15 Aug 2022 at 01:01:01

14 Aug 2022 at 01:01:01

14 Aug 2022 at 01:01:01

14 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01

v In-Progress (4)

Date Uploaded ¢ User Name It
16 Aug 2022 at 01:01:01
16 Aug 2022 at 01:01:01
16 Aug 2022 at 01:01:01
16 Aug 2022 at 01:01:01

v Failed (2)
Date Uploaded ¥ User Name It
15 Aug 2022 at 01:0°

14 Aug 2022 at O1: user_xyz

user_xyz

user_xyz

user_xyz

user_xyz

user_xyz

user_xyz

Hostname It

AMS-FW-2187

TOK-FW-7365

/J N
JIoN

actice guidance.

"

Hostname

i

AMS-FW-2187

TOK-FW-7365

TOK-FW-

TOK-FW-

TOK-FW-

TOK-FW-

TOK-FW-

Model It

PA-5220

365

). Take action based on the findings h

Model It

PA-5220

PA-5220

PA-5220

PA-5220

PA-5220

PA-5220

PA-5220

PAN-OS Version It

1012

1012

/J N
o

1) PAN-OS 046/ BPA 1, BLIE GRS ER RS, I

" Eé\ltﬂﬁﬁ “Hae T AR S H

timize your security postu

TSF Name

TSF_1658

TSF_1658

TSF_1658

TSF_1658

TSF Name

TSF_7365

n

n

[

TSF_7365
TSF_7365
TSF_7365

TSF_7365

Pro

Uploading TSF file -

+ Processing TSF file -

Processing TSF file -

Processing TSF file -

TSF Generated Date !
15 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01

Generate New Reports

TSF Generated Date It

15 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01

13 Aug 2022 at 0:

13 Aug 2022 at 0:

13 Aug 2022 at 01:01:01

% uploaded

75% complete

55% complete

43% complete

Actions

st S g v TAIE, AlOps for NGFW i 4 ik [ sl 238348, m e B ae ) &1~ i £8 7o 70 Al
Ve, TR TRIR S R TR B AL BB,

FBG K Sy RO 45 R I Ine KPR Bt
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175 BPA i

LEAn] bW DA(E A 2 TR A
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WiAE, f&n] LLE#2 M Strata Cloud Manager iz 17 ficH: SEETE AL (BPA) FIZhBEsR F 2, U35 LAE
Fe AR 7 F5 S0 (TSF), 0 LU oA 322 38 I #5442 A %1 AlOps for NGFW 119 % 71 1 # %5 BPA
Ak,

BPA ##is Palo Alto Networks 179 % £ SR VE (G 181 22 225 35, e 1R & 11 & Fhdaft o it ot

Ko A S TR Ik CETR AN B, Fi /I B 0 R i i w] DL, AT ] BA T g R e
W2 ENHERF . P AR ZS, HRAF, oot SO B A6 2 BRI 22 e v 1) S B 4 A el
(CSQ), S Fl fie (52 e 10 1 DA b2 e 3 A I s it kit .

PoE ST DN P S Fe 117 ARG BPA #l i 2
76 AlOps tHEL.Z 1y, Il vy & 7 i 1ok us n fliz 17 BPA, BIAE, A=A T4 NGFW/
Panorama L4% Prisma Access 19 % £ S B PP (il i 25 11 1738 7 X8 AlOps.
2023 47 J1 17 H2JG, BB NE P 2R T Ui AlE T BPA,
STEP 1| ##0rfury, SRJSUNG AlOps for NGFW, %%k, WA e oA e 3 I v o 1 28k A %
2%, W] LA{E# AT Strata Logging Service [T i N ¥4
IR B oA 1) Strata Logging Service o sg iyt N ELAN, i He Sk R
TRH. R A BRI A R B E NS H

STEP 2| 3B L5 AlOps for NGFW s, HI{fi 47 Strata Logging Service, ] LLEF|LLT
LI

15 3y

Wi
STEP 3| #%) Dashboards (f&/5:#i) > On Demand BPA (#4%; BPA) .
STEP 4| ARy BPA 75,
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/best-practices/transition-to-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-2/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa
https://apps.paloaltonetworks.com/apps
https://docs.paloaltonetworks.com/ngfw/getting-started/activate-aiops-for-ngfw
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STEP 5| %&4% TSF F1 4% TSF t{F,

ARESRIEO T tgz SCEE A/ NRI BRI S AR SOk, AR SR TR R ) Loy ) [A]
JEHF In-Progress (i3t17h) n/#&FH TSF SR ES

* ik BPA L H 182 Sk Ry R S (TSF),
* ik BPA Sz iy PAN-OS oy 91 s st oA ity B i kit TSF sfes it
P =y

Mo

STEP 6| {EkbFR5E TSF Ji, 7F Completed (CL5¢H0) Fifidk## View Report (EFR) , LIMIER
B LY BPA 45,
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(IR S RLP Sk A Prisma Access gy NGFW/Panorama g ¢y s,

FfiiFStrata Cloud Manager > Dashboards (#57~#%2) > More Dashboards (% % {5 "#i) >
Best Practices (ff:52ik) #5174, K4 Palo Alto Networks (Y H S H5 6 i i 18 110 22 22 35
P HEVE, SHESTER PR QLGRS AU 2 A rhu D S B 2 4 7 (CSC) Ik Er . CSC R 5 4L
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https://docs.paloaltonetworks.com/aiops/aiops-for-ngfw/get-started-with-aiops/enable-telemetry

NGFW

Dashboards

Best Practice Checks Trending

100%
80%
60%
40%

20%

# Threat Insights My Dashboard Compliance Summary Best Practices On Demand BPA NGFW Feature Adoption CDSS Adoption WildFire =+ More Dash
Summary Security Identity N Service Setup ,i, E’
Device Group: All Vv Category: Rule Vv Checks: CSC Checks Only v CLI Remediations: All Checks
Serial Number: 016401004839 | Model: PA-3260 | SW Version: 11.0.0-c2 | IP Address: 10.5.132.58
Summary of Failed Checks
practices c 1g Critical Security Control .
®) Security Identity Network Service ¢
entity, and
Rules Profiles Rulebases
Failed Failed Failed
Failed CSC checks 8 Failed CSC checks 15 Failed CSC checks 2
® Failed non-CSC checks 5 ® Failed non-CSC checks 0 ® Failed non-CSC checks 0
Failed CSC and non-CSC checks 42 Failed CSC and non-CSC checks 10 Failed CSC and non-CSC checks 2
Unique Failed Checks 11 Unique Failed Checks 19 Unique Failed Checks )

Time Range: Past 30 days

Percentage of Checks Passing

April 30th 2023
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59% Security

® 56% Network
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